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Dear Clients:

As you are well aware, email has become the preferred method for corporate communication. However, email is not a private conversation – it is easy for others to intercept and read.  In order to maintain the confidentiality of private information sent via email, while ensuring compliance with privacy and regulations, such as HIPAA and Hawaii State Data Breach, we are implementing a new email encryption service through Zix Corporation.  This service will help us protect outbound email containing sensitive information, such as social security numbers, Hawaii State Drivers License or ID numbers, Date of Birth, and financial or medical information.
Beginning March 14, 2016, when an email containing sensitive information is sent from Atlas Insurance Agency to you, it will be encrypted. You will be able to receive these encrypted email messages easily through the following method:

· Transparently into your email Inbox – If you are currently a ZixCorp Gateway customer, or have the appropriate level of TLS security in place, then all encrypted email messages between Atlas and you will be sent securely and delivered in your inbox, just like any other email you receive. 
· Retrieve encrypted email from ZixPort – When a secure gateway is not in place, you will receive a notification message with instructions to “Open Message” which will automatically re-direct you to our ZixPort secure message center here.

First time users of ZixPort will need to go through a simple registration process. Once your account is activated, you may view the message and any attachments over a Secure Sockets Layer (SSL) connection.  Because we have implemented the “remember me” feature, subsequent visits will only require you to click the “Open Message” link in the notification and enter your password.

If you have forgotten your password, there is a simple process to reset your password any time. 

In addition, ZixCorp has provided us with a ZixAware website containing supplementary information on receiving encrypted emails, as well as frequently asked questions, located here. 

At Atlas Insurance Agency we are committed to protecting and handling our client and business partner’s sensitive or personal information securely, and are pleased to provide you this easy-to-use solution. You can also utilize the same encryption service to send us your information securely from ZixPort.  

Please contact your Atlas representative to assist with any questions or feedback you may have on this service.  For technical assistance, please contact our Helpdesk@atlasinsurance.com at your convenience. 
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